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by President & CEO James Chase

Celebrating our Industry
The 2019 BC Hospitality Summit took place
on April 8-9th at the Delta Hotels by Marriott
Grand Okanagan Resort in Kelowna. We held
our first iteration of this conference in the same
venue back in 2016 and our return was one of
our best events yet. With over 220 delegates
and a robust program created in large part
from the incredible industry response we
had to our call for presentations, the event
was packed with highlights and felt like a true
coming together of the hospitality industry in
the province.
We made some changes to the event
schedule this year and it was clearly a hit
with attendees. The opening reception was
a blast, with vendors and delegates getting
a chance to meet and engage over excellent
regional fare. The event ended with the BC
Hospitality Awards Gala Dinner, where we had
the opportunity to celebrate the best in our
industry. The BCHA Housekeeping Awards
recipients had received their plaques in a
private reception before the dinner and were
recognized during the evening. Ian Powell, a
recognizable name and presence in all facets
of the hospitality industry across the province,
was named Hotelier of the Year, an award well
deserved!
The BC Hospitality Summit will be returning
to Kelowna in 2020, and we can’t wait to
build on the success of this year! Keep an
eye out for emails about the event as we start
to confirm program details. You can also
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check the website for up-to-date content,
and to look at photos from the 2019 event.
www.bchospitalitysummit.com

Labour
The labour shortage is a constant concern for
our industry, and it is becoming more clear
that the governments on both the federal
and provincial level are not able to assist in
tacking the shortages in any meaningful way.
This means that innovative solutions need to
be developed on a local level for addressing
the labour shortage, but also for addressing
the lack of affordable housing, which is
increasingly impacts the ability to bring labour
into communities. The compounding effect
of reduced monthly-rental units means that
even those workers hired may not be able to
live in the communities that they are working,
ultimately pushing them out.
The BCHA will continue to work with our
membership and industry to create ideas and
help drive pilot projects for labour, including
the continued Morocco Cooks program with
Culinary Recruitment International, which will
take another trip in July. Though the BCHA
will be assisting where we can, real change
will come from members working within their
communities to build out ideas and put them
into action. We know that in many parts of BC
it is going to be an incredibly difficult summer,
and we ask that you keep us updated on the
issues you experience.
We will be conducting another wage survey

in the fall as well as a labour survey to create a
comprehensive and timely look at the industry
as a whole and help BC hotels to develop
wage strategies and budgets for staffing for
the upcoming year. We also want to make sure
properties stay competitive in the job market.
As with our previous survey, the results will
be available for free to those who participate,
so please be sure to keep an eye on BCHA
communications so you are able to contribute
to and benefit from these initiatives.

Connecting with Members
We are looking forward to connecting with
members and hotels in their communities this
summer as we continue to drive forward with
our new strategic plan. This means that we
will be forming local action groups across the
province as well as attending and presenting
at all the Regional Destination Marketing
Organization fall events. Please watch for
our meeting announcements and be sure to
connect with us when we are in a community
near you. This is a great opportunity to share
the collective concerns in your region.
Finally, we will be working on providing key
speaking points for hoteliers and the hospitality
industry leading into the federal election.
We all know there is potential for significant
change with this upcoming election and want
to empower our membership to reach out to
their representatives and ensure the voice of
the industry is unified and clear.

Catering to

Millennials

Five Ways to Accommodate
this Fast-Growing Market
by Joanne Sasvari

Just think about it:The oldest members of the millennial cohort,
born in 1981, are turning 38 this year. The youngest, born in
1996, are 23, they are not kids. They are parents, entrepreneurs,
professionals, and they are, or soon will be, the majority of your
customers. According to the Pew Research Center, this year
millennials will surpass baby boomers to become the largest living
generation in the US and Canada.

Photo courtesy of The Burrard by Martin Tessler.
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Courtesy of Marriott Hotels

“The events and behaviour [of millennials] are getting more and
more complex,” says Graeme Benn, the Western Canada area director
for Marriott Hotels. “They want something that is unique, they want
something they can share, and they want something that is memorable.”
According to research by the Resonance Consultancy, millennials
travel more than Gen Xers or baby boomers do. And although millennials
initially embraced short-stay rentals like Airbnb, they are increasingly
interested in hotel stays. In fact, studies show that 35% of millennials
prefer to stay in upscale or luxury hotels compared to 23% who prefer
short-term rentals, which is why some hotel chains have been adding
niche brands designed to appeal directly to millennials, such as Le
Germain’s Alt Hotels or Hilton’s Tru concept.
Obviously, that’s a group you want to attract to your property, but how
can a savvy hotelier cater to them?
“Millennials are looking for something that’s unique and has character.
Something that is out of the box. And that is something that makes our
property appealing to them,” says Darren Simpson, general manager of
The Burrard in Vancouver. “We’re really the only property like ours in the
entire city. We’re bringing history back to the reality of today.”
The Burrard, an old motor inn that has been converted into a bright
boutique hotel, is popular among millennials for its central location and
contemporary décor. That includes a highly Instagrammable central
courtyard planted with a tropical garden. “If you look at all the crazy
trends, one of the most important reasons people travel is to find an
Instagrammable place to stay,” Simpson says. “It is a unique area to either
sit by the firepit or enjoy playing ping-pong. It brings people together
and they’re not forced to purchase anything.”
Hoteliers, Benn says, need to offer the kinds of immersive experiences
millennials are looking for. “As any good millennial will tell you, it’s about
how to share it on Instagram,” he explains. For instance, the Delta Grand
Okanagan offers its meeting guests regionally specific breakout sessions
like the opportunity to take part in a grape stomp. “As you can imagine,
there isn’t anyone who isn’t taking pictures.”
Those sorts of experiences are key to a generation looking for things
that are local and authentic. That’s why The Burrard has partnered with
local restaurateur Burgoo and features hometown artists like Fred Herzog
on its walls. “It’s a really good fit both for our hotel and for millennials,”
Simpson describes.
The hotel also prides itself on offering guests a guide to all that
6 InnFocus

Vancouver has to offer. “We’re a base camp for people rather than a
destination. The destination is Vancouver,” he says. “Even if you didn’t
stay at our hotel, you could go to the website and see all the great things
to do in the city.”
Technology, of course, is the one thing that truly sets this generation
apart from Gen Xers and baby boomers. Millennials grew up online.
“They want technology that works,” Benn notes.
That’s why when The Burrard opened in 2011, high-quality, free WiFi
was one of the key aspects of the property, and it has been regularly
upgraded ever since. “It’s one of the areas where we’ve had zero
complaints,” Simpson says. They are looking into other digital amenities,
like voice-activated digital assistants, and are installing a system that
allows guests to use their own devices to stream shows on the hotel’s
TVs.
At Marriott, meanwhile, the Red Coat Direct app—a digital evolution
from the classic Red Coat program—is the first such branded app that
allows meeting planners to do everything from ordering cookies to
adjusting room temperature, all without ever leaving the meeting space.
And some properties have introduced ClickShare, a wireless system
that shares presentations from attendees’ own devices.

35% of millennials prefer to stay in upscale
or luxury hotels.
“That’s the evolution of the millennial expectations, which are great
expectations,” Benn says. “The great thing about millennials is that they
want things that are better than they are at their homes.” He adds, “I
travel a lot and I think the millennials just expect things to work the way
they do in their homes. Great hotels are able to match that expectation.
In terms of design, it’s as simple as making sure that we have more than
one plug, so people can charge their phone and their iPad and their
laptop by the bed.”
Smart hoteliers know that adding features that appeal to millennial
guests will inevitably appeal to all generations, so banish the beige, offer
free WiFi and create welcoming public spaces. Your millennial guests
will keep coming back, and so will everyone else.
“It’s a very demanding customer and a very knowledgeable customer,”
Benn says, adding: “It’s also a fun customer because when you get it
right, you get a very loyal customer.”
Here are five essential ways to cater to your millennial guests.

It’s All about the ‘Gram
As the millennials say, if it’s not on Instagram, it didn’t happen. Make your
property Instagram-worthy with bold art and funky décor that guests
will want to photograph. Create photogenic spaces in and around your
property, like the Love Me art wall at Vancouver’s Opus Hotel or the
courtyard garden at The Burrard, where guests can take selfies.

Go Public
Make your lobby a public-meets-private workspace with convenient
tabletops, comfortable outlets, and free WiFi as well as access to coffee,
snacks, and cocktails. Other communal spaces, like rooftops or foyers,
can be used for networking events.

Get Tech on Deck
Apps, tablets, voice-activated virtual assistants and robots are becoming
part of the hotel experience, but at the very least there should be good,
free WiFi and plenty of easily accessible charging stations. Look into
apps that guests can download on their phones, allowing them to check
in, check out, unlock the room, order food, call a cab, request more
towels, and pay digitally.

One of the most important reasons
people travel is to find an Instagrammable
place to stay.
Be Social
Studies show that the typical millennial checks their phone 43 times a
day, and spends five hours a day on it. That means social media is the
place to engage with them, with clear communication and high-quality
images of your property. Remember that social media goes both ways,
too: guests expect a prompt response to any comment or question
they post online, especially through TripAdvisor and similar review sites.
According to surveys, 82% of millennials think online travel reviews are
important. Maintaining a positive online reputation is essential.

Courtesy of The Burrard by Martin Tessler

Go Local or Go Home
Millennials tend to crave authentic, unique, local experiences. Connect
guests with running routes or brewery tours. Offer local cuisine, either
through an onsite restaurant or food delivery. Fill your rooms with local
art and your gift shop with local crafts. Consider the unique experiences
your community can offer and find a way to make them available to
your guests.
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Highlights from the

Presenter Tim Ellison checks out the BC Hospitality Foundation silent auction.

ABLE BC President, Al McCreary has a laugh before heading
into the next session.
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Delegates check out the Vendor Marketplace.

Destination BC CEO Marsha Walden presents to delegates
over breakfast on Tuesday.

It’s a packed house for the session on reducing employee turnover.

BCHA Housekeeping Award recipients in attendance receive their awards.

Taken by surprise, Ian Powell accepts the Hotelier of the Year award.

Keynote speaker Chris Malone helps delegates connect.

The big awards, ready to be presented.

Delegates enjoy the sunshine on the patio before the start of the
BC Hospitality Industry Awards Gala Dinner.

Ian Powell’s off-the-cuff acceptance speech for
Hotelier of the Year was a highlight of the evening.

BCHA Chair, John Kearns, poses with Hotelier of the Year, Ian Powell and
award sponsor from Telus, Carly Jellis.
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Squeezed
by OTAs,
Airbnb, etc.

What’s a Hotelier to Do?

by Tom Walker

A question I’ve thought about quite a bit lately has to do with a recurring issue
I’ve been asked about before: how does one maximize hotel revenue while
working with OTAs and competing with Airbnb, VRBO, etc.?
10
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Although that is the framing of inquiries I’ve
received, my initial thought is that the question
should be recast. Instead of maximizing
revenue while working with OTAs, I would
redirect concern over maximizing revenue to
maximizing profit. In terms of the additional
competitive issue concerning Airbnb and
similar alternatives, I would first examine the
question of whether this new crop of shortterm rental providers is truly in competition
with more traditional hotels.

Easing the Profit-line Erosion of OTAs
Turning first to the OTA question, maximizing
revenue is an objective to which these
operators contribute as their primary value.
Unlike independent properties and smaller
hotel chains, the Expedias, Pricelines, etc. of
the world offer rather broad marketing reach
and increasingly sophisticated electronic
booking engines. They are indeed useful for
delivering revenue via the reservations they
produce. The accompanying profit of those
reservations, on the other hand, is a thornier
question.
I confess to being old enough that I
remember a pre-OTA world, a world in which
travel agencies were often home-based
enterprises operated by retirees in it more for
the opportunity to enjoy periodic FAM trips
than income. The standard commission in
those days, even for more formal operators

like Wagonlit or Thomas Cook, was 10%.
OTA commissions today, by contrast, typically
range from 15-30%. Ah, for the days we
hoteliers complained about those 10%
commissions! Nostalgia notwithstanding,
those days are history.
So what is an operator to do to ease the
profit line erosion OTA bookings impose? First
of all, nobody should infer that I recommend
avoiding the contribution OTAs provide.
Rather, I advocate developing strategies to
reduce one’s reliance on OTA business. For
example, an operator could present OTAproduced guests with a password controlled

invitation to return, offering a room upgrade
(that is, an upgrade guests would reasonably
perceive as an upgrade—a same room
type change from floor 2 to floor 3 probably
wouldn’t count), complimentary continental
breakfast or some other attractive perk,
which is contingent upon booking direct with
the hotel. Should the property have a loyalty
program already designed with attractive
member perks, another tactic could be to
automatically enroll OTA guests who aren’t
members and present them with special
welcome announcements emphasizing the
attendant benefits.
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Explore Unbilled Revenues
One remarkably little known element of OTA business practices can bear
significantly on both revenues and profitability. “Unbilled revenues,” is a
term (or something like it) once found in OTA 10K documents, but rarely
acknowledged explicitly in modern times. It also is one hoteliers would
be wise to recognize and expend efforts to address.
Here is a short entry from one of the most well known OTA’s 2002
fiscal year-end 10K report describing unbilled revenues in relatively
explicit terms:

Somewhere between 2% and 2.5%
of OTA revenues fall into the unbilled
category.
“We accrue for costs of merchant revenues based on the expected
amount to be invoiced to us by our suppliers. If we do not receive an
invoice within a certain period of time, typically within six months, or the
invoice is less than the accrued amount, we may reverse a portion of the
accrued cost, thus, increasing net revenue, after giving consideration
to the applicable state escheat laws. We determine the amounts to be
reversed into revenues based on our understanding of the escheat
laws, our estimates of billings suppliers will send us after six months
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following the travel date, and our analysis of reasons underlying the
unbilled amounts.”
Translated, here is what happens. The hotel guest uses the OTA to
make a hotel reservation, paying the OTA for the stay as reserved. The
OTA has the guest’s money, so if the hotel were to invoice the OTA for
more than had been collected, the OTA simply pays what was collected.
Conversely, if the hotel invoices the OTA for less than was collected,
the OTA waits for six months (or whatever the applicable escheat laws
require) and keeps the under-invoiced amount as revenue.
This 10K note from 2014 even hints at one of the ways unbilled
revenues might accrue:
“For hotel rooms that are cancelled by the traveller after the specified
period of time, we charge the traveller a cancellation fee or penalty that
approximates the amount a hotel may [emphasis added] invoice us for
the cancellation.”
Another easily identified source of unbilled revenues occurs when a
customer reserves, say, four nights but concludes the stay one or two
nights early. If the hotel bases its OTA invoice on property management
occupancy rather than reservation records, that invoice will be short
one or two nights. In practice, there are numerous reasons revenues
go unbilled. The point is, it happens.
One impediment to collecting unbilled revenues is simply ego. When
told of the issue, hotel controllers often are adamant that their procedures
are reliably bullet proof. And yet, experts who examine actual records
believe somewhere between 2% and 2.5% of OTA revenues fall into
the unbilled category. Certainly, it is a question worthy of sober and
non-defensive examination.

Competing with Airbnb
So then, on to the issue of Airbnb. For the record, I am an avowed
hotel junkie. I’ve worked in and around hotels for decades and very
much appreciate the experience. Well-run hotels, whether full or
select service, deliver an ambiance and potential for personalized
luxury that Airbnb typically cannot match or approximate. Further,
a hotel catering to business travellers will, in general, enjoy a certain
immunity from the price sensitivity driving some Airbnb customers. In
other words, hoteliers should take exacting pains to understand who
their customers are and what preferences drive their decision making
about where to stay.
Bear in mind that a great many travellers needing overnight
accommodations stay with friends or family rather than in any
commercial property. That sort of traveller might well find Airbnb a
superior overnight option. Again, who is the customer and what is that
customer looking for?
A limited service property, especially one exhibiting a penchant for
deferred maintenance, had better be able to compete on price with
Airbnb alternatives. After all, the pitch limited service hotels have long
relied on is their price advantage relative to full or select service options. If
price is largely what is on offer, potential clientele seeking bargain pricing
will cast a net that will predictably encircle Airbnb options.
All of the differences between traditional hotels and Airbnb as
expressed here should be recognized as gross generalizations. My

fondness for hotels notwithstanding, I have occasionally used and
enjoyed Airbnb options. There are fine, even luxurious, Airbnb offerings
in many markets. A hotelier competing for any tier of traveller must
understand what market options there are—whether competitor hotels
or Airbnb selections, what those operations’ strengths and weaknesses
are, and what decision criteria will satisfy travellers’ desires most
comprehensively.

Well-run hotels, whether full or select
service, deliver an ambiance and potential
for personalized luxury that Airbnb typically
cannot match or approximate.
In short, the key to profitable hotel operations in a world of
competition from 3rd party interventions between the hotel and guest,
to upstart overnight availability offered in people’s homes, apartments,
condominiums, etc. boils down to knowledge. Marketing knowledge
focused on the customer base and competitor landscape is critical,
but also esoteric technical knowledge about how certain transactions
become revenue, or not, to supplier hotels.
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Short-term Rental Update
by Agata Kosinski

The short-term rental (STR) industry has been the focus of many debates
among city councils in BC as well as around the world. Today platforms
like Airbnb have grown into a multi-billion-dollar industry, spanning the
globe with its extensive reach in a very short amount of time. Behind
the guise of a home sharing industry lies a different reality where most
of the profits earned are done so through its commercial operations.
A study released by CBRE illustrates how commercial operators are
outpacing individual home sharing activity, and by far are the largest
contributors to Airbnb’s revenues. Only 17% of Airbnb’s total revenue in
Canada is generated by true home sharing where the owner is present
during the guest’s stay. The other approximately 80% comes from hosts
renting entire homes where the owner is not present, essentially running
an illegal hotel with multiple units and homes across the city for rent.
The steady decrease in available housing in certain communities has
not escaped the attention of the local Councils. In Vancouver, the high
cost of living, coupled with a lack of affordable housing culminated in
a two-day public hearing at City Hall debating the regulations of STR.
Ultimately, Vancouver City Council voted against legalizing secondary
suites and laneway houses for STR use. The new bylaw allows people
to post their primary residence on STR platforms, such as Airbnb by
applying for a business licence and including the number in their online
listing. Homeowners who violate this law and still wish to advertise their
secondary suites on STR platforms risk a $1000 fine.
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Vancouver’s new short-term rental regulations took effect on
September 1, 2018. At the onset, there were 6,600 short-term rental
listings, and today the number has dropped to 3,742. According to city
data, it has flagged 520 licences for investigation, written 309 warning
letters, and issued 142 legal orders. The Vancouver model is still a
work-in-progress, however, it serves as an example of a regulatory
framework with a solid foundation that tries to combine opportunities
for locals to partake in the sharing economy with a stewardship of the
long-term rental market.

Vancouver City Council voted against
legalizing secondary suites and laneway
houses for STR use.
Kelowna is the second largest BC city to take on STR regulations.
Like in Vancouver, Kelowna City Council was met with a packed public
hearing, where most residents opposed regulating STRs, citing the
need to supplement the cost of owning a home in a community with an
ever-rising cost of living. Council voted in favour of the regulations, where
under the new bylaw, homeowners or primary residents can legally rent

principal residences for periods of 29 days or
less, if they obtain a licence, at an annual fee of
$345. However, unlike Vancouver, Kelowna’s
City Council determined a separate bylaw
for carriage homes and secondary suites,
defeating the motion to allow them at the
end of May.
With a vacancy rate around 1%, losing
additional housing from the dwindling longterm rental stock would be a huge loss to the
city. In addition, the licensing of secondary
suites and carriage homes would be a big
logistical challenge. The city’s ability to enforce
policies pertaining to secondary suites, where
there are multiple suites in a home’s basement
and suites that are not authorized nor legal,
would be impossible to oversee or penalize.
It is important to remember that the loss of
affordable housing has a ripple effect on all
of our communities. This loss of housing has
a significant impact on local labour. Workers
in all industries are struggling to afford to
live in the communities where they work. In

the hospitality industry, as well as retail and
restaurants, businesses are struggling to
secure labour because workers are unable to
find stable housing in the same communities
where work is available. The lack of housing
has compounded the labour shortage, and
this impact will only continue to grow.
It is also important to see this industry for
what it really is—a multi-billion-dollar disruptive
technology that hides under the guise of the

sharing economy while largely profiting from
its commercial operations. In order for our
communities to thrive, we need to consider
affordable housing as a fundamental basis for
our province’s continued success.
Agata Kosinski is Manager Government
Relations at the BC Hotel Association.
She can be reached at agata@bcha.com or
604-443-4754.
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Okanagan
Valley
Getting Wild in the

by Amy Watkins

The Okanagan’s Wild Side is Encouraging
Tourism Beyond the Wineries
Renowned for the award-winning wineries that grace
the shores of BC’s Lake Okanagan with grape-filled
vineyards, the Okanagan is a popular summer
destination. Many come for the wine-tasting but
stay, or return, for the outdoor adventures.

16 16
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Located along the 135km-long Lake Okanagan, the
geography of the area ranges from verdant lakeside
vineyards to the semi-arid desert of the southern part
of the valley. Famous for the wineries around Kelowna,
Penticton, Oliver, and Osoyoos, the region is home to
more than 80% of BC’s vineyards—making it a popular
favourite for wine and food tours.
“It is well known that the South Okanagan is extremely
popular for wine and culinary experiences,” says Kelsey
Archibald, Visitor Services Manager for Destination Osoyoos.
“While this remains a huge draw for visitors, many are looking
for additional activities—particularly water sports and activities,
or outdoor adventures such as hiking, cycling, and horseback
riding.”
Gail Scott, Sales Manager at Holiday Inn & Suites in Osoyoos,
agrees that the outdoor activities can help beat any potential winetasting fatigue. “Not all of our guests and visitors to Osoyoos come
for the wine tours”, she explains. “I have heard many, especially men,
say that they don’t want to spend the entire day tasting wine. It’s kind
of like travelling around Europe and you get to the point where you have
seen enough churches and castles to last a lifetime. They want to be on
the water, golfing, or exploring the landscape.”
Archibald has also seen an increase in visitors looking for cultural
activities. “Visitors are also seeking out ecotourism activities that surround
Osoyoos’ unique desert habitat, from exploring local Indigenous culture at
the Nk’Mip Desert Cultural Centre, to immersing themselves in the desert
ecology at the Osoyoos Desert Centre, she says. “In addition, local events

Nk’Mip Desert Cultural Centre - Courtesy of Destination Osoyoos

such as our Market on Main, where visitors can enjoy freshly picked
fruits and vegetables, along with artisan crafts, remain a large draw from
May through September.”
Farm-fresh fruit and vegetables may not sound like an obvious draw
for visitors, but the abundance of U-Pick farms and fruit stands are
attracting family groups looking for some good old-fashioned fun.
Keith Urton, Manager of Gallagher Lake Lodge in Oliver, has noticed
that groups and multi-generational families are often repeat visitors to
the region: “Some families come to go to the U-Pick farms and then
can the fruit. One family has been doing it for years. They come to stay
here and spend two days picking and then two days canning: they’ve
kept the tradition alive through the generations.”
“Many of our guests love golf, and they play all the courses or come
here for biking and hiking. Our fishing lake is stocked with bass and
trout, and groups return here year on year. Most have been coming for
several years, and some generations have been been coming to the
area for more than 50 years. Now they’ll bring a family of grandkids,
parents, and grandparents.”
According to the Thompson Okanagan Tourism Association, biking
is one of the largest areas of increased visitation, thanks to the opening
of the Okanagan Rail Trail and the popularity of the KVR trail, which
leads to Myra Canyon. Around half of the visitors coming to Kelowna
are there for leisure and of this number 75% come to sightsee and 10%
come to do outdoor activities (30% wanting to do something outdoors
are there for biking).
Responsible tourism is also seeing an increase in global visitors. This
is helped by the area being the only Biosphere Certified destination in
the Americas. While responsible tourism is only two years young, 67%
of travellers will pay more for travel that impacts the environment less,
according to a global study by Booking Different.
A recent public consultation about the possibility of opening a new
national park in the ecologically diverse South Okanagan-Similkameen
region has received feedback from people on all sides of the debate.
Opponents are concerned about potential costs and environmental
impact, whereas other people see the potential park as a good thing
for the area.

Courtesy of Sun Hills

Courtesy of Destination Osoyoos

Phil Elliott, owner of the Avalon Inn in Osoyoos, thinks it’s a positive
thing for the region and he has often helped guests to find hidden gems
and outdoor adventures nearby. “While most people are here for the
wineries, others are here for the wilderness and hiking. Some active
guests love hiking, biking, and bird watching. People don’t always know
about the hidden trails, so we show people the trailheads, and offer
them advice about what to expect. Birdwatchers know exactly where
they are going and know exactly where to go to find the birds—these
are well-researched trips.”
With natural beauty and the possibility of a new national park marking
an increased interest in biking and hiking in the area, the Okanagan’s wild
side is saying cheers to new visitors who are looking for an experience
beyond the vineyards.
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Maximize
your

Super,
Natural
Advantage

Customize the BC Experience
by Chris McBeath

Courtesy of Prestige Hotels & Resorts
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As technology disrupts our lives at an ever more frenetic pace, so marketing
must become an equally fast-paced modality. Online analytics and turn-on-adime response tactics are the new essentials, as is the ability of ‘selling’ a product
in a broader context of experience and destination. One only has to look to some
big brand giants across different industries to see how the future is unfolding. Hotel
management can garner some insightful take-aways from those big brands.

Courtesy of Prestige Hotels & Resorts

Package Beyond the Expected - At the Mobile World Congress
2019, BMW revealed that it is adding lifestyle, design, and fashion to its
automotive content in addition to its hefty investment in faster mobile
messaging. The result? A website that loads four times faster than
before; 44% more click-throughs to regional sites, and an increase of
3.13 minutes of site browsing through SEO. Take-aways: invest in a WOW
website that’s easy-to-navigate and technically current; market your hotel
within a bigger story context; pay attention to analytics.

interruptive marketing such as ads on TV, to an always-on approach
with content marketing that is interesting and of value to the reader.
There is still a place for traditional marketing like print advertising, but
it cannot work effectively on its own. Today, there are some minimum
threshold imperatives such as a mobile-responsive website, being on
platforms like HelloBC.com, Google my Business, and TripAdvisor as
well as utilizing OTAs [Online Travel Agents].”

Turn on the Dime Response - McDonald’s $300 million investment in
technology is rolling out digital menu boards, self-order kiosks, and the
ability to diversify menus according to regional preferences and even the
weather, as in offering more coffee on cold days and McFlurries on hot
days. Take-aways: anticipate, personalize guest expectations; manage
social media platforms daily.

The world has shifted from interruptive
marketing such as ads on TV, to an alwayson approach with content marketing.

Keep your Eyes on the Horizon - Starbucks is exploring how it can
use private groups on social media to develop an online conversational
marketing strategy. Airbnb is testing Travel Stories, a new feature that
allows users to share special moments from their unique trip with
10-second videos, each accompanied by a caption and location.
Take-aways: engage with your guests; encourage them to share their
experience across platforms.

Regional Resources

Bravo Destination BC
Launched in December 2018, Destination BC’s new Learning Centre not
only provides several resources to help businesses move their marketing
efforts into the digital space, it also offers a framework into which smaller
properties especially, can take better advantage of the online world.
“It’s all about becoming digital ready and a good starting point would
be to take the self-audit checklist in the Learning Centre,” says Jenn
MacIntyre, Manager, Industry Development. “The world has shifted from

At Kootenay Rockies Tourism working primarily digitally means being
able to amplify storylines on many levels, whether the business is a hotel,
attraction, experience, or restaurant.
“We offer a consumer-facing website that is very much aligned with
the Super, Natural BC brand,” says Wendy Van Pumbroeck, Manager
of Business Development. “All our registered partners are listed for free
and because visitors wanting authentic experiences continues to grow
exponentially, we really encourage hoteliers to create packages that offer
more than a stay at their property, that have some added components
and unique offerings that we can feature on our website, and include
in our monthly newsletter.”
Ms. Van Pumbroeck continues, “Working with Destination BC,
we’ll be delivering key information and learnings on how to register
a business with TripAdvisor, which through an API link allows the
listings to be featured on HelloBC.com, as well as the importance of
claiming their business listing on Google and using Google’s free tools
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to elevate their search rankings and optimize their profile. And if API
(Application Programming Interface) isn’t a familiar term yet, that’s all
part of the learning resources we can provide along with hints on how
to encourage your guests to post reviews and photos on multiple social
media platforms.”

Our job posting generated almost 200
applications from which we hired two
Prestige Adventurers and sent them on the
ultimate summer road trip.
Brand Character
Opened in November 2018, The Josie Hotel is Rossland’s first boutique
property and the first foray into the Canadian market for U.S.-based
Noble House Hotels & Resorts. As part of a portfolio of boutique hotels,
The Josie was able to use the chain’s strong digital presence to develop
its own visual personality that reflects the qualities of the hotel as well
as the local community. The hotel works closely with OTAs, buys media
on Google and Facebook, and notes that Destination BC was crucial in
organizing fam trips during its first season.
“Rossland is not a resort town, but a working community with
a grocery store, schools and activities that speak to the everyday
authenticity of British Columbia,” says Liz Day, Marketing Manager at
The Josie. “Most of our team members live in Rossland or in nearby

20 InnFocus

communities and they exude the mountain lifestyle, so guests often
benefit from insider tips on, for instance, a favourite ski run or brewpub.
Our ski in/ski out location is an obvious draw, but we are also positioning
ourselves as base camp for all sorts of adventurous BC experiences
including hiking, trail running, fishing, road biking, or mountain biking
the spectacular Seven Summits Trail. We really ARE destination British
Columbia to the core.”

Build your Own Resource Bank
With 14 locations throughout BC, Prestige Hotel & Resorts celebrated its
25th anniversary in 2018 by launching a multi-faceted campaign involving
dozens of contests and giveaways including 25 Prestige vacations.
Profiling BC as a desirable destination in all four seasons is critical to
their marketing plan, so they also invested heavily to establish their own
resource library of images, videos and stories. They did this by creating
a dream job for would-be adventurers.
“Our job posting generated almost 200 applications from which we
hired two Prestige Adventurers and sent them on the ultimate summer
road trip,” explains Amy Nunn, Executive Director of Sales & Marketing.
“They visited all 15 properties (some in both summer and winter) and
stayed up to five days in each community, so they could really immerse
themselves in a variety of BC experiences from wine tasting, skydiving,
and salmon fishing to mountaineering, and more.” As a result, the
company has acquired over 2,000 videos and images that it owns and
uses on its websites and all social media platforms. The program has
been so successful that the duo is still creating significant engagement
with potential guests through ongoing blogs and posts.
“Our Prestige Adventurers are in their late 20’s and were always keen
to try high adrenaline experiences, however, we recognize that some

Courtesy of The Josie

of the activities they recorded don’t necessarily appeal to all our target
demographics,” adds Ms. Nunn. “So this year we have initiated an
internal program whereby each property has appointed a staff member
to be an ‘ears-to-the-ground’ Social Media Ambassador, responsible
for creating content to weave into our existing library. In this way we can
broaden our postings to target different sectors from family travellers to
seniors, and use specific platforms to do that. For example, while we
enjoy more engagement on Instagram because of its imagery, we have
more followers on Facebook, so that’s a particularly good place for us to
share news, run promotions, and stage contests. Meanwhile LinkedIn is
evolving into a very active platform for our corporate clients and Bleisure
guests. Social media is very immediate and to work effectively, it needs
regular management.”

The World at Your Fingertips
Managing the new digital environment is as much a necessity these
days as is getting on board with resources such as booking.com (the
biggest hotel booker in the world and it doesn’t own a single hotel), and
Google—the world’s largest search engine. If nothing else, consider
aligning your online presence with the Super, Natural British Columbia
brand (see sidebar). It’s a starting point to help understand what

resources are out there to get digital savvy and understand how this
brave new world can really help deliver the world to your doorstep to
experience beautiful British Columbia.

The Super, Natural British Columbia brand
• Look for stories and messages that include how nature has influenced your
product or experience, and how your visitors can be transformed or renewed
by nature.
• Use visuals that reflect the brand pillars of authenticity, emotion, and nature
at the core.
• Register for Destination BC’s Digital Asset Management System, the BC
Content Hub.
• Incorporate the brand’s nature-based colour palette.
• Add the Super, Natural British Columbia®logo tile to your website.
• Keep your tone of voice friendly, down to earth, and rich in useful information.
• Access Destination BC’s brand resources to learn how to “brand up” your
marketing efforts.
Source: Destination BC
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Crisis
Management

at your Hotel

Preparing for Wildfire and Floods
by Danielle Leroux
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In 2017, BC was struck by one of the worst flood and wildfire seasons
in the province’s history. The devastating events prompted a 10-week
provincial state of emergency and displaced over 65,000 residents.
Flood response and fighting wildfires cost the province a combined $641
million that year. That figure does not include lost tourism, economic
disruption, or other costs.
Then, 2018 hit. Last year became the worst fire season on record:
close to 13,000 sq km. of the province burned, breaking the record set in
2017. Flooding also devastated communities. More than 2,800 residents
in Grand Forks, Osoyoos, and the Southern Interior were evacuated,
including guests and staff at the Coast Osoyoos Beach Hotel.
It’s become clear to industry and government alike that this is the
‘new normal’ in BC. While earthquakes and tsunamis used to be top
risk concerns, regular floods and wildfires can now be expected across
the province. A change in weather patterns—warmer, drier weather and
more lightning—driven by climate change is largely to blame for this new
reality. Scientists believe a lack of controlled burning and aggressive
firefighting efforts also contributed to the severity of the last two wildfire
seasons in BC.

Best Practices to Prepare for Wildfire and Flood Season
With this new reality in mind, hotel and tourism operators need to be
prepared for wildfire and flood season.
PreparedBC and the Tourism Industry Association of BC (TIABC),

along with various tourism industry partners, including the BC Hotel
Association, Destination British Columbia and the Cariboo Chilcotin
Coast Tourism Association, created PreparedBC: Guide for Tourism
Operators. The free guide outlines four steps operators should complete
to ensure you can respond effectively, recover quickly, and keep your
guests safe during a disaster:
1. Know your unique risks – Since you will be a vital source of
information and direction for guests during emergencies, understand the
unique risks for your region to ensure your disaster planning is effective.
PreparedBC has an interactive map of risks by regional district available
online.

Stock your hotel with emergency water and
supplies for a minimum of three days.
2. Make a plan – Identify your core operational needs and form an
emergency planning team. Depending on the size of your hotel, the
planning team should include people with technical skills, managers, and
executives. Include key contact lists of critical and emergency numbers
and a primary and secondary meeting place where staff and guests
should go during emergencies. Suggested contacts are listed below.
3. Prepare your property – Stock your hotel with emergency water
and supplies for a minimum of three days. Protect critical paperwork,
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encourage staff to have portable emergency
kits with personal medication, and know how
to turn off your utilities.
4. Practice your plan – Your plan should be
shared with staff and they should be trained
in emergency response procedures—twice
annually is recommended. Regularly discuss
emergency preparedness with your staff
through internal communications or in-person
events with local experts.

Emergency Contacts
Include key critical and emergency contacts
in your hotel’s emergency preparedness plan
who can be contacted to get information from
and to share information with. Suggested
provincial contacts are provided here, but
you should also identify groups specific to
your region:
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Businesses throughout the province suffer lower
occupancy rates and financial loss because of negative
and sensationalized news coverage.
•
•
•
•
•
•
•
•
•

EmergencyInfoBC on Twitter
PreparedBC on Twitter
BCGovFireInfo on Twitter
DriveBC on Twitter
BC Wildfire Service on Facebook
BC Parks Advisories
BC Government River Forecast Centre
BC Government Emergency Support Services
Red Cross

Impact of Wildfires and Flooding on
Tourism
Unsurprisingly, natural disasters negatively
impact BC’s hotel and tourism businesses—
and not just those in areas hit by disaster.
Businesses throughout the province suffer
lower occupancy rates and financial loss
because of negative and sensationalized
news coverage, regardless if they are close
to or directly impacted by fires or flooding.

Upon news of BC wildfires, domestic and
international guests postpone or shorten their
vacations or travel elsewhere in the province
or country. Not to mention the BC ‘brand’ is
damaged when fires and floods strike.
Shawn Briggs, Co-Owner of 100 Mile Motel
agrees, “The biggest problem that we have is the
6 o’clock news. They put up maps of BC with
flames all over the map, but they’re not accurate
whatsoever. Ever since 100 Mile House was
evacuated [in 2017], we get calls on an almost
daily basis [in the summer], with guests saying
they’re not coming—even if there’s no smoke
whatsoever in the area.” As much as preparation
for emergencies may be important, Briggs says
it is essential to shift current and future guests’
perceptions—or the hotel will empty.
Kootenay Rockies Tourism estimates the
2017 wildfire and ancillary consequences
caused the region a loss of sales revenue
estimated at $38.4 million and an additional
$6.6 million in 2018. Similarly, Tourism
Kelowna surveyed local accommodators in
2018 and found 75% had experienced at least
one cancellation due to smoke conditions and
58% experienced current guests shortening
their stays. Sensationalized media reports
and guests’ subsequent misperceptions of
conditions were a big part of the problem.

Dealing with Negative Publicity
Effective marketing and support from Regional

Destination Marketing Organizations (DMO)
seems essential for tourism and hospitality
businesses to bound back.
Tourism Kelowna’s efforts to rebound
from a challenging 2018 summer included:
a strengthened fall consumer marketing
campaign; a short-term recovery campaign
with E xpedia to suppor t Kelowna
accommodations and increase occupancy;
and launching the first winter ski, stay, and
play partner marketing program that showed
Kelowna as a four-season destination.
Kootenay Rockies Tourism launched a
similar marketing recovery plan, focused on
rebuilding its tourism reputation, highlighting

that local businesses remained open, as they
launched new events and activities.
Destination BC also recommends clear
communication with guests. If your business
is in an area that is impacted by wildfires or
floods, help current and future guests by
providing regular updates and directing them
to official information sources. Consider
providing real-time condition reports and live
cams. If your area isn’t directly impacted, be
proactive with future reservations. Let guests
know it is business as usual and you look
forward to hosting them.
And above all, be prepared and ready to act
before disaster hits.
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by Dana Harris

Good Time for a Good Cause on a Golf Course
As of April 15, 2019, the BC Hospitality Foundation (BCHF) has already
given out over $37,000 in beneficiary grants. This money has made a
real, positive difference in the lives of hospitality workers in financial crisis
due to extraordinary medical issues. The experience of poor health or
disability is something none of us like to imagine in our future, and it’s no
more pleasant to consider that illness can have monetary implications,
often wiping out savings while preventing those affected from working
for a period of time. The situation can be even more challenging when
employment doesn’t include extended health benefits, or work is seasonal
or part-time.
That’s where the BCHF comes in, providing emergency funds to
those most in need. As our organization becomes more widely known,
we’re receiving more requests for assistance from hospitality workers
across BC. This year, we received 12 applications by mid-April. The
BCHF was created by those in the hospitality industry for hospitality
workers, and we’re proud that most of our support comes from inside
our own sector—from business owners and employees just like you.
We hope you’ll want to get involved in our upcoming golf tournaments,
as they’re important fundraisers for our charity. The annual tournaments
will take place on July 8th at Westwood Plateau in Coquitlam and
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August 27th at Westin Bear Golf Resort near Victoria. Both events
offer a fantastic day on the greens, with opportunities to socialize with
peers and enjoy food and beverage offerings at many holes, as well
as a light breakfast, lunch, and dinner. Both tournaments are great
team-building activities! There will also be tee prizes, putting contests, a
raffle, silent auction, and more. Player registration is now open, and we
are looking for sponsors in a variety of roles; please contact aaspler@
bchospitalityfoundation.com for details. To donate an item (or two) to
our silent auction, please email lucy@bchospitalityfoundation.com.
If you can support the BCHF on an ongoing basis, please consider
starting a Payroll Deduction Program at your business. Employees
can contribute as little as $1 a week, and all individuals who donate
$25 or more over the course of a year receive a tax receipt for their
contributions. Email us at info@bchospitalityfoundation.com for an easyto-use package to start your program. And we love our VIP Monthly
Donors—both corporate and individual—because they generously
provide a steady stream of revenue even during our slow season. To
sign up, just go to our website and click on “Donate Now.” Tax receipts
are issued at the end of each year.
However you can help, we thank you for your support, and we hope
to see you on the golf course!

BCHA MEMBER ENGAGEMENT

by Terry Duzenberry

I can speak for the entire BCHA team when I say we are all riding high
after connecting and engaging with so many of our members at the 4th
annual BC Hospitality Summit. This year’s event was held at the fantastic
Delta Hotels by Marriot Grand Okanagan Resort in Kelowna April 8th and
9th. I left the conference feeling energized and excited about rolling out
some of the new member initiatives we have in the pipeline.
You may have already seen that we are streamlining our billing
processes and are now emailing invoices to our members. If you haven’t
already done so, please let me know the name and contact details for
your Accounts Payable person, so we can email directly to them. In
the next few months we will be implementing EFT for payments, where
available. Should you wish to review or change your payment method,
feel free to reach out to me any time.
My role as Manager Member Engagement is to serve you, our
members. I believe that it is crucial to solicit feedback from you not
only on current group purchasing programs that you would like more
details on, but also on new product and service offerings you would like
us to pursue on your behalf. Watch for short surveys on our monthly
newsletter as well as other BCHA communications.
One of our new engagement initiatives is the Tip Tuesday email
campaign. Tip Tuesday was designed to reintroduce you to the many
cost-saving opportunities available to you as part of your BCHA
membership and to let you know about new programs that are being
launched.
We are also working on curating and developing a framework and
content for Webinar Wednesdays. We will be running a series of
educational seminars on topics related to your business. The seminars
will not exceed an hour in length, and can be attended remotely.
One of the biggest projects I have been working on for you, our
membership, is the build out and migration to our new CRM (Customer
Relationship Management Platform). Beginning this summer, watch
for detailed communications as we launch this new and exciting
membership engagement platform. This platform will feature online
access to control your profiles, so you can add team members and sign
them up to receive communications relevant to their role and interests
i.e. your maintenance department can receive special pricing on paint,
supplies, and renovation materials; your housekeeping team will get
information for linens, etc. Once completed, this new platform will assist
us in engaging with you and providing a streamlined approach to every
interaction we have, be it on cost-saving opportunities or government
advocacy, and letting you know the ways that you can get involved. In
addition, our members will be able to send information requests through
the member portal to suppliers they would like to reach out to in order
to get information and quotes. There’s no more middle man, you can
connect directly with associates for the best deals. Stay tuned for more
information on this as we roll out the various facets of this platform.
I am looking forward to meeting all of you in the next few months, via
phone, email, and in person. We can even look at some online meetings.
Reach out and let me know what works for you. I am here to help any
way I can. My goal is to engage with you in a meaningful way on topics
of interest to you.
Terry Duzenberry, Manager Member Engagement,
membership@bcha.com 604-443-4753
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by Marina Lecian

New BCHA Members
The BC Hotel Association welcomes new members and associate
members:
98 Hotel, Whitehorse
BlueBird Motel, Nanaimo
Bonanza Gold Motel and RV Park, Dawson City
Brentwood Bay Resort & Spa
Coast Textiles, Surrey
Gordon R. Williams, Mississauga
Pomeroy, Fort St John
Pomeroy, Prince George

Appointments
The Josie Boutique Hotel in Rossland announced that Jesse Crockett
has been appointed as the property’s new general manager. Crockett has
worked at some of Canada’s leading hotels and resorts and brings over
20 years of hospitality experience to the luxury boutique hotel.

Awards
Congratulations to the following BC hotels that received the Forbes Travel
Guide 2019 5-Star Award!
Four Seasons Resort Whistler
Rosewood Hotel Georgia, Vancouver
The Fairmont Pacific Rim, Vancouver
Trump International Hotel & Tower Vancouver
Complete list of winners: www.forbestravelguide.com/award-winners
2019 BC Hospitality Industry Awards
These awards celebrate BC’s hospitality industry professionals and
recognize the province’s most exceptional and committed hoteliers,
liquor retailers, and publicans. Congratulations to the following winners!
Hotelier of the Year: Ian Powell, Inn at Laurel Point
Liquor Retailer of the Year: Legacy Liquor Store
Publican of the Year: The Donnelly Group
ABLE BC Lifetime Achievement Award: Dave Crown

BC Hotel Association Housekeeping Awards
The following properties have met the stringent criteria for excellence in
cleanliness:
Accent Inn Burnaby
Accent Inn Kamloops
Accent Inns Kelowna
Accent Inn Vancouver Airport
Accent Inn Victoria
Best Western Mountainview Inn
Best Western PLUS Kamloops Hotel
Blue Horizon Hotel
Chateau Victoria
Coast Bastion
Coast Hillcrest Hotel
Coast Inn of the North
Courtyard by Marriott Prince George
Hotel Zed Kelowna
Hotel Zed Victoria
Inn at Laurel Point
JW Marriott Parq Vancouver
Mile Zero Motel
Oak Bay Beach Hotel
Pacific Gateway Hotel at Vancouver Airport
Pemberton Valley Lodge
Prestige Harbourfront Resort Salmon Arm
Prestige Inn Golden
Prestige Lakeside Resort Nelson
Prestige Oceanfront Resort Sooke
Prestige Prince Rupert Hotel
Quaaout Lodge
Robin Hood Inn & Suites
Royal Hotel Chilliwack
Sheraton Vancouver Wall Centre
St Eugene Golf Resort Casino
Sun Peaks Grand Hotel & Conference Centre
The Douglas
The Fairmont Pacific Rim
The Westin Grand Vancouver
Trend Mountain Hotel & Conference Centre
Watermark Beach Resort
The Westin Wall Centre, Vancouver Airport
Wickaninnish Inn

2019 BC Tourism Industry Awards
Congratulations to all the winners of this year’s BC Tourism Industry
Awards!
Accent Inns received the Employees First Award. This award recognizes
a BC tourism industry employer who has upheld high standards of
excellence in human resources and people management practices.
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Jan Dobbener of Quail’s Gate Estate Winery was awarded the 2019 BC
Tourism Industry Customer Service Award recognizing frontline employees
whose exceptional customer service contributed to outstanding travel
experiences for visitors.
Thompson Okanagan Tourism Association of BC and Fishing
BC received the Innovation Award, which is awarded to an individual,
organization, or consortium that has devised and implemented an
outstanding marketing campaign or initiative that is directed at increasing
the number of visitors to or within BC.
CMH Summer Adventures was awarded the Remarkable Experience
Award, recognizing a BC tourism business or organization, that has
developed, delivered, promoted, and sold a new or improved tourism
product or experience that reflects the essence of BC and contributes
to a remarkable visitor experience.
Tourism Kelowna took home the Destination Marketing Organization
(DMO) Professional Excellence Award for outstanding performance and
commitment to the tourism industry of BC.
Quaaout Lodge and Talking Rock Golf Course received the
Indigenous Tourism Award recognizing Indigenous tourism operations that
demonstrate authenticity, cultivate a greater understanding of Indigenous
culture, history and traditions, and contribute to the sustainability of the
local Indigenous community.
The Thompson Okanagan Tourism Association (TOTA) has been
named the Tourism Laureate and winner of the International Place
Marketing Award at the Place Marketing Forum in Lille, France for its
leadership work in Sustainable Responsible Tourism.

Best Hotels in Canada
According to the 2019 US News & World Report, nine of the 15 Best
Hotels in Canada are in BC:
1st Rosewood Hotel Georgia, Vancouver
2nd Clayoquot Wilderness Resort, Vancouver Island
3rd Wedgewood Hotel & Spa, Vancouver
7th The Fairmont Pacific Rim, Vancouver
9th Wickaninnish Inn, Tofino
10th Shangri-La Hotel, Vancouver
11th Four Seasons Resort and Residences, Whistler
13th Magnolia Hotel & Spa, Victoria
14th Loden Hotel, Vancouver
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Recognize and Prevent Cybercrime
Securing your Data from Theft
by Mark Glenning
From digital bank heists and sensitive information leaks to alleged
meddling in democratic processes, the threat of cybercrime is at an
all-time high. What can you do to protect your data from the hackers
lurking in the shadows of the Internet?

What is a Cyber Attack?
Cyber attacks can be broadly divided into two types. Usually criminals
will either aim to disable a network or computer, or they will try to access
the target’s data. Some ways they do this are:
Malware - Malicious software is installed, allowing criminals to steal
data or encrypt it and demand money for its return.
Denial of Service - A torrent of bogus web traffic is sent to a server, with
the intention of overwhelming it and causing it to fail.
Phishing - Emails are crafted to fool victims into disclosing personal
information or performing some other harmful action.
CyberSecurity Ventures, a researcher of the global online economy,
estimates that by 2021 the annual global cost of all cybercrime will be
a staggering $6 trillion.

Signs You’ve Been Attacked
Some attacks are obvious, but hackers are devious, and often fly under
the radar of all but the most vigilant of businesses. Here are some things
to watch for:
Ransom Notes - If security is compromised, you may get a message
demanding online currency to regain control. It’s possible that it may be
“scareware”, or malware that demands money, but doesn’t actually lock
your data. Either way, it shows that your system has been breached.
Bogus Antivirus Messages - A fake virus scan is a threat to unpatched
software. Often, it will report back a phony list of viruses it has found, and
will direct you to a site where you can pay to fix the problem. However,
this too is a scam–it’s a lure to get your banking information.
Redirected Internet Searches - Hackers can profit by sending your
Internet browser to wherever they wish. This can be hard to spot as the
malware redirects your search through anonymous servers. An indicator
of this can be a newly installed browser tool.
Online Passwords Don’t Work - Entering an online password correctly
but being unable to log in is a bad sign. Sometimes, a site may be
experiencing a technical difficulty, but if the situation persists then a
criminal may have changed the password to freeze you out.

POS: Point of Swindle?
Criminals love to target point-of-sale (POS) systems. High profile retailers
have fallen victim to this, including Kimpton Hotels and Wendy’s. Hackers
breach the remote access services that control payment processing.
Sometimes, they’re able to do this thanks to easy-to-guess passwords,
but the malware they use is usually hard to detect. It can slip by antivirus
protection and firewalls to extract payment data. Months can go by, with
a huge number of credit cards being compromised.

Should you Outsource Data Security?
According to a high-profile security expert, businesses have to
take a more proactive approach instead of reacting to threats. In

30 InnFocus

his presentation at the International Cyber Security and Intelligence
Conference in November, Nik Alleyne, Senior Cyber Security Manager at
Forsythe Solutions Group, confirmed, “The reactive strategy has failed.”
He suggested that businesses should hunt for threats, using predictive
analysis to narrow down the wide array of attacks. Assessing your online
defences should also be carried out regularly, along with penetration
tests to see just how vulnerable you are.
This is highly specialized work, and businesses that don’t have the
resources to do a thorough job may need to outsource. Not only would
this allow them to actively hunt for threats and conduct a full analysis of
a hack, but also track its timeline. For example, should you restore your
data from yesterday’s backup, or is that compromised?

Home Remedies
Outsourcing can prove to be expensive, so what can you do yourself
to foil a hacker?
Ransomware - If you have a recent data backup that you’re sure is
sound, restore it. Otherwise, consider contacting a security expert
before you consider paying a ransom, as you still may not recover your
data. It’s important to have multiple up-to-date back ups of data, kept
in separate places such as a cloud storage service, to fix this problem.
Fake Antivirus Scans - Power down your computer immediately after
saving anything you need to, and reboot it in “safe mode”. This will allow
you to remove any recently installed programs, which may carry malware.
Then, test your system in regular mode to make sure the fake warnings
no longer appear. Follow this up with an antivirus scan.
Password Hacks - Contact the online service to tell them that your
account may have been compromised. Notify your contacts that you
may have been hacked, and if your login information is used on other
sites, be sure to change those passwords too.

Preventing Data Theft
Thankfully, there are some steps you can take yourself that can minimize
the need to call in outside help:
Redirected Searches - Check your browser tools, and remove any that
are new or unwanted. Safer still, reset your browser to its default settings.
Update your Software - Running outdated software means having
gaping security holes in your system. Hackers constantly scan for such
vulnerabilities, and they greatly increase your chances of being targeted.
Create a Security Policy - Having a formal plan in place can limit the
chances of an attack. For example, use a password creation program
to generate random passwords. These are tougher to crack and you
should change them every 60 days or so.
Educating your Employees - Your staff should be aware of the signs
that you’ve been hacked. Teach them to recognize the signs of a security
breach, such as random browser pop-ups from a website that doesn’t
usually generate them or unexpected software installs, and educate
them on staying safe when using your computer network.
Hackers are determined, so taking the time to run a drill of your
response to an attack can really pay off. Not only will your staff learn to
recognize one quicker, but it also gives you the chance to refine your
procedures for containing it efficiently.

